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Chaotic Synchronization and Applications to Communication
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Abstract Based on drive-response synchronization and active—passive decomposition sy nch ro—

nization, we construct chaotic secure communication systems with the Lorenz circuit, then ex—

periments of Chinese speech chaotic secure communications are carried out with a few signal

noise ratios. That the errors of the parameters of the transmitter and the receiver circuits affect

the communication quality is also briefly discussed.

Key words drive—esponse synchronization, active—passive decomposition synchronization, the

Lorenz circuit, chaotic secure comm unication

oGy"
2
12]
2
2
13.4]
2
Pecora Carroll
5
(PC)[ |
2
1998-04-18
# ( :19562001)
o , 10, 530004( Department of

Physics, Guangxi University, 10 Xixiangtanglu, Nanning, Guangxi,

530004)

A 19984 11A % SEF 48

1
2

N(N -

[6= 7]

[10]

, PC

(N )

B

1995 L. Kocarev
PC s

[8~ 9]
[11]
2
U. Parltitz"
2
2
2
X
/ b4
259



x= f(x.p), m (D ; : ;
y= gx.y), k (2)
2= h(x,z), 1 (3) s(t)y= u(t)+ m(r) (8)
_ : m (1) u(t)
= hix.7) (4) , s(1)
z , oz 7 : : u' (1), u' () u(t),
t>co 7' (1) - z2(l— 0 u' (1) m ()
Az= h(x.z) - h(x.z)= D:h(x.2)2z+ o(x.z7) u' = Tv' - u)
(5) vi= Vs(t) - v - 20s(t)w' (9)
D:h z z w'= S - bw'
: : z cm'(t)= s(t) - u'(£) (10)
. 300 Hz 3 400 Hz ,
Ag “re 1 8k Hz
Az= Dih(x,2)0z (6) 3
2 (1) , D:h A
z (1) . z X B
. z(1) i
z , 2 | ' |
g i
1 i 1 N 1 " 1 N 1 >
. O 2000 4000 6000 8000
2 Fig. 2
m(t) r'S
150 —
u(t)A\s(t) l+ 100[—
R ' 50 |—
L BN 72 O e ¢ oF
50 |—
v —>| v’ -100 |—
m'(t) 1sofl 4 . o . . .
; O 2000 4000 6000 8000
w —>| W a (a)
K 5L Transmitter BWHL Receiver -
1 [
Fig. 1 Chaotic communication systems with the lorenz =
arcuits [ T Ty
: é EToT) 2o|oo' 3o|oo'40'oo'
U= T(v - u) (b)
v= Viu— v— 20uw (7) 3 Fig. 3
w= 5uv - bw 1) T= 16.0,V= 45.6,b=
T= 16.0,V= 45 6,b= 40 (7) 4.0
. u (v.w) i)
A= - 2422 =- 258 u  (SNR)
16 k Hz 2,

260 Guangxi Sciences, Vol. 5 No. 4, November 1998



SNR SNR

0dB 21dB
~ 6dB 16dB
- 124B 11dB
- 18B 6dB
ii) ~ 18dB
4, 5

A

Illlllllllll'llr

c 2000 4000 6000 8000
(a)

i

1000 2000 3000 4006

'y

|I|I|I|I|||I|I|'

(b)
4 Fig. 4
150
100 —
50 —
or
50
-100 -
150 { i | L | " 1 . | »
B 0O 2000 4000 6000 8000
(a)
A
[ | 1 | L | L 1 1 ! >
0] 1000 2000 3000 4000
(b)
5 Fig. 5
2)
o R 1dB,

10%

G A 199845 11A % SEF 44

z= F(2) (11)
(11)
x= f(x,s(1)) (12)
s(1)
s(t)y= h(x) s(t)= h(x,s)
s(1)

y= fy.st)) (13)
(12)\(13) e=x-y :
€= f(x,s) - f(yvs) = f(x,s) - f(x_ evS)
(14)
e= 0 ,  (12) (13)
e s
X )y
’ (12)
h f 7,
6

x| hx) [T o R ()

m (1)

X2 A 2 v
O N
Transmitter Receiv er
6 Fig. 6
xi= - l6xi+ s(t)
x2= 45 6x1 — x2 — 20. Qcix3 (15)
x3= 5 Oxix2 — 4. O3
(15) A= — 2.42,
A2= - 258A3= - 16.0
:s(t)= 162+ m (1) (16)
J./1 = - T+ s(1)
)./2 = Vi — 32— 20 Opiys (17)

y3= 5.0y — bys

261



cm' (1) = s(t) - 16 T= 15.6,V= 450,b= 4.2,
3 . : - 18dB
“pr e, 9,
1) ) (17) 10 ,
T= 16.0,V= 45.6,b= 4.0 (15) .

“ 1” (13 2’ ._
- 18dB 7, -

1 1 1 ~
>

G 2000 4000 6000 8000
) (a)

lllllll[llll,r

O 2000 4000 6000 8000 B 4

&S (a) [ ] L r N 3 >
[ O 1000 2000 3000 4000
| {b)
— 9 Fig. 9
| A
[ 150 |
[~ 100 |-
[ | 1 1 N 1 L 1 . 1 > 50 [

0 1000 2000 3000 4000 or

(b) 50}

F Y _150' 1 . ] " | L 1 . ] >
150 |- 0 2000 4000 6000 8000
100 | (b)

50 N “.

O ~ [

-50 |- —

-100 | o

-150 [ 1 ' 1 1 1 1 1 1 1 > B
0O 2000 4000 6000 8000 N " M,

4\ (a) [ 1 M ) 1 L L [ -

— O 1000 2000 3000 4000

- (a)

[ 10 Fig. 10

- 3

B e b

] M I N 1 N i N |
O 1000 2000 3000 4000
(b) |
8 Fig. 8 ’
2) . (17)

262 Guangxi Sciences, Vol. 5 No. 4, November 1998



1 Ott E, Grebogi C, Yorke J A. Controlling chaos.
cal Review Letters, 1990, 64 (11): 1196~ 1199.

Physi- 10

, 1996, 16 (1) 1~ 74
3  Chua L O, Hasler. Special issue on chaos in nonlinear
electronic circuits. TEEE Transactions on CAS, 1993, 40
(10, 11): 637~ 884
Kennedy M P, Ogorzalek. Special issue on chaos syn—

11

12

chronization and controf theory and application. IEEE.
Transactions on Circuits and Systems, 1997, 44 ( 10): 853

~ 1039

Pecora L M , Carroll T L. Synchronization in chaotic sys—
tems. Physical Review Letters, 1990, 64 (8): 821~ 824.
Cuomo K M, Oppenheim A V, Strogatz S H, Synchro-
nization of lorenz-based chaotic circuits with applications
to communications. IEEE Trans. On CAS, 1993, CAS-
40 (10), 626~ 633
Kocarev L., Halle K S, Eckeit R et al.. Experimental
demonstration of secure comm unications via chaotic syn-—
chronization. Int JBifurcation and Chaos , 1992, 2 (3):
709~ 713.
Ponlitz U, Chua L O, Kocarev L etal.. Transmission of
digital by chaotic synchronization. Int J Bifurcation and
Chaos 1992, 2 973 977
Dedien H, Kennedy M P, Hasler M. Chaos shift keying,
M: modulation and demodulation of a chaotic carrier us—
ing selfsynchronizing chua s crcuits. IEEE Trans, on
CAS, 1993, CAS40 (11: 634 643.
Halle K S, Wa C W, Itoh M et al- Spread spectrum
communication through modulation of chaos. Int J Bi-
1993, 3 (2): 469~ 477
Frey D R. Chaotic digital encoding an approach to se—
cure communication. IEEE Trans, on CAS, 1993, CAS
40 (10): 660~ 666.

Kocorev L, Parlitz V. General approach for chaotic syn-

furcation and Chaos,

chronization with applications to communication. Physi—

1995, 74 (25): 5028 5031.

cal Review Letters,

258 20

18 ,

Continue from page 258)

, 1994, 5 (3): 325~ 330.
19 Nordlee Jetal . Identification of a Brazil-nut allergen in

The New England J Medicine, 21

transgenic soybeans.

1996, 334 688~ 692.

G A 199845 11A % SEF 44

Burkhardt P K. Genetic engineering of provitamin A
biosynthesis in rice endosperm. In International Rice
Proceeding of the III International
Rice Genetic Symposium, Abstract. 1995. 178.

Meek S D. Letter to the editor- Aust J Biotechnology,

1991, 5 (1): 25 29, 47.

( : )

Research Institute.

263



