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ITAER , HLER 4% 2 (Machine Learning, ML) & J&
SIS 1 N S I~ V3 B R & Rl R SR A S
## #l (Support Vector Machines, SVM)' | Naive
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AGELIOT B U T ) % 00 % R 22 AT 45 2 o BB, k0 A
I BE IR #E . Long %R IR A 2% > 424 , il
o TR A R S5 S 2 R A AR TR RS B
Park % $ 3 13 A B/NREAS B L 45 A AR 22
A B R AR AR T TS S I RS

TERCHE P4k 38 rh , By 1 38 S R A B B ER
TR A 38 i SR T D R B AT AL B SR S A R T )
KR ALY, RS> e e £, 3 i 2 0 B AL
R EAT Bl , B T 256 2 2T 7 TR S 6] 19 4 25 2
HATEEA DI s R DU B . (H R, B R IR R
PR 9 2% B0 A8 A5 TN 52 A 2 K A% e 1 ML ME LA
LT R XA R T & T IR ¥ %2 2J (Deep Learning,
DLy & JE

DL PR AE 365 N K B8 3 i 35 Ty T 1) A0 4T A e
Z F X E" . D' Angelo 457 Nie %" fl Sun
RN B e N B A K B T IR )L OF
REZE T DL H 3 W 7 F $2 B, N2 AT 55 L 2 ) 25 55 )
JEHAT R4 . At DL 32 HUR BRI 38 R LR
TIE 2 5 B RRAE ST BB 7 HAL 55 B9 0 SRR AE 2 T ik
J3R] DL G b 3 0 R A 2 HOR B e L DA T i 2
HIES S HAR BT AE i — 8 fE-* . 2£F DL 1)y
2] LA X 0 28 B4 54T S5 IRAIY J3 A DR U
g, R DL IAEG R ML AL HIE
1 25 D) 245 1) 235 ) R B8040 R AR 22 ] 1) 1 Al R B 24 1Y 41
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Table 1 Symbol description of algorithm 1

5 Symbol ik Description
Q, Most sample quantity
Q, Minority sample quantity
d,, Unexplicous threshold for sample categories
K k-nearest neighbor
Ai Sample to the majority class k-nearest neighbor
B Unbalanced new samples
G The total number of samples to be synthesized
g Then umber of small samples to be synthesized
A Random value
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Fig. 1 Network traffic anomaly detection model framework
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3 XBWEERSH

3.1 TERBERSH

SCHG R A2 T Keras B3R B 2 I HEZE H Python
3.8, M HIE— B % Linux £4.GTX 1660Ti 1Y
GPU.i7-7700HQ@ 2. 80GHZ 1) CPU.16 G W f£ Fl
Python 3. 8 MR 45 &% I #6417, @k 2 W 905, 6 o
PRI Ay 24 2] K& N 0. 001, Dropout i 0.5, LAk F|
I AER ISR A, S R KRB 50 IR B
AR BE R 128,
3.2 HIEESW

NSL-KDD %48 % 1 & 4 4> 7 %4 4 . KD-
DTrain + ., KDDTrain + _ 20Percent, KDDTest + .
KDDTest-21, #ilEEHH 4 F 575 BB A, 4
SR R 55 (DoS) L P B4R (U2R) | I 72 5] A< Hhy
(R2L) LA B ¥R &t (Probe) . W13 2 Fizm , iX 2470
SR AN 4R 39 Fh ey 2 A0, v 22 e 28 A0
PUAE I 25 B 40 4 v, 17 ol oA o g < 28 780 o 9 A ) 3K
HOHE A v, XORER 43 T LA A 2 Ak RE ) . AR TE
SEAf A M B 38 9 KDD Train+ #l KDDTest+ %
HEAT SEH , IR S 00 45 R HEAT VEAR

(a) 3D distribution of original data

F2 BHFRHINEHHRBNEXR
Table 2 Correspondence of attack category with attack type

F ) i &
Type Description

Back, Land, Neptune, Pod, Smurf, Teardrop, A-

DoS pache2, Udpstorm,Processtable, Worm (10)
Probe SaFan, Ipsweep, Nmap, Portsweep, Mscan,
Saint (6)
Guess_Password, Ftp_ write, Imap, Phf, Multi-
R2L hop, Warezmaster, Warezclient, Spy. Xlock, Xs-

noop, Snmpguess, Snmpgetattack, Httptunnel,
Sendmail, Named (16)

U2R Buffer _ overflow, Loadmodule, Rootkit, Perl,
Sqlattack, Xterm,Ps (7)

3.3 BREREEEMEESN

t=SNE" AT LUK B M5 2 55 7 2R 4E  7F R 5
BEAE = Y2 (8] e 5 4 0045 2, Bt AR F R -
SNE it 18 ¢ AiF DA 5 2 25 ) e 59 31 — 4 | = 425 ],
FF 0T it 5 485 R 4 47 AT AR 43T

P 2 SRR RIS A 4 B = 4 T Ak & T g
¥ 1—4 433527 DoS, Probe R2L il U2R 2 i & ,
5 2 Ca) 0 L, B Bl Sty 28 AL 9 A A 553 A 7
2(b) H T G, 2% A o B A A R BR T ) Al L aX R )
23 A SR A R A B B S, B B R
BRI AR TR 32

1: DoS
2: Probe
3:R2L
4: U2R

(b) 3D distribution of augmented data

M2 B =4 An
Fig. 2 3D distribution of data

CL-Net 1) JH st 4fs 20808 F0AS [o) SR AR 50 125 1 SR
RE B X 73 2 i BEAT 0 R BOR B9, A5 R ISR 3.
YRR 40 FEIE, b TR 5 SRR A A B 4 W]
W T oy AR Y B I S 1] T L 5 AR s 4R A
FE RS 38 B R A [l R AR A BT 4R 4 R FL

AYBON 0. 863 HEE5F] 0. 917 , 35 B A - 4 53 48 11 4%
A5 08 Ay ¥ 45, A b T Borderline SMOTE fil ADA-
SYN REEFE AR H IR A R LG EH
BT D BUORE AR R G5 M 7R R ASURE 85 0 D 4y 2|
YR A] 40 B A% A AP T S H AR IORG B
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Table 5 Performance comparison of model anomaly detection

Table 3  Performance comparison of hybrid sampling algo-
rithms
g EMES g mmx nex g
raining S
Data . Accuracy Precision  Recall F1 score
time/s
(jrigi““l 2 753.18 0.893 0.856  0.871  0.863
ataset
Hybrid
sampled 396. 23 0.907 0.918 0.917 0.917
dataset
Borderline
SMOTE 3 183.67 0. 895 0. 866 0. 891 0. 878
dataset
A(?ASYN 3 204. 89 0. 900 0.871 0.902 0. 886
ataset

N T k2 B IR A SRR S WA O L AR
e B ML AR AR (Random Forest, RF) Flf B 3¢ T o 3R
# (Gradient Boosting Decision Tree, GBDT) X ¥
SRR SRR HEAT X (R O, IRE KRR E AL
FEAMF T $2E 9 CL-Net 175 2, 1M HL7E 28 B (1 43 2%
A6 I 5502 vh LA A O TR RE
x4 BERBEEIHERENLL

Table 4  Effectiveness comparison of hybrid sampling algo-
rithms
e 75 i WiEE  HARE Fl1 %
Data Method Precision Recall F1 score

Original dataset CL-Net 0.856  0.871  0.863
Random Forest 0.762 0.771 0. 766

GBDT 0.743  0.790  0.765

Hybrid sampled
dataset

CL-Net 0.918 0.917  0.917

Random Forest 0. 859 0.853  0.855

GBDT 0.813 0.829  0.821

3.4 MERERENNER DT

Wit 3 5 Al A, CL-Net 7E Normal 1 DoS % #&
£ RS R 24 155 3] 0. 871 F 0. 988, FF A B
AE R2L R U2R [ 4r BRORARAR 22, 2 R R )2
X A AE YR AR v i it /b o DTG 5 01 25359 [
3 2 R 3 B Tl 20 1Y A 28l 1) B R ARAI . RO
XA [A] RN BB 58 4 fif T, fH J& CL-Net #% R2L H
U2R 1Y F1 43 %53 0 £ & %) 0. 579 F1 0. 339, UE W]
CL-Net ) fiff ke i T 50808 AS A7 12 18 i) 20 B0 R AR
G T AL 4 1) R,

Bt g T5 ik LiRES FENIES F1 434
Attack type Method Precision Recall F1 score
Normal CNN 0.789 0.971 0. 871

VLSTM 0. 825 0.924 0.871
C-LSTM 0.817 0.921 0. 866
CL-Net 0.871 0.913 0. 892
DoS CNN 0. 986 0.931 0. 958
VLSTM 0. 989 0. 965 0.977
C-LSTM 0.914 0.977 0. 944
CL-Net 0. 988 0.997 0.992
Probe CNN 0. 808 0.994 0.891
VLSTM 0. 580 0. 886 0.701
C-LSTM 0.813 0.967 0. 883
CL-Net 0.582 0.997 0.735
R2L CNN 0.978 0.027 0.053
VLSTM 0.976 0.184 0. 309
C-LSTM 0.975 0.174 0.296
CL-Net 0.988 0.410 0.579
U2R CNN 0.170 0.012 0.025
VLSTM 0.067 0.378 0.113
C-LSTM 0. 200 0.027 0.048
CL-Net 0.455 0.270 0. 339

4E 43 5 Al 1, 7E Probe 26 | CL-Net R %
2 TERE I 35 4 LK T CNNLX 3687 CL-Net 76 5
LR ) A AR AT 7 S 2k I B 5 — 2P i

J T &R CL-Net 78 W 45 5% Wi A R 48 -
A R, AWFEEEH ROC £k (Receiver Operat-
ing characteristic Curve) RIFAGH 243 HMfE. CL-
Net FIXF LAY ) ROC i 2k WL IE 3. A BIF 5% B AL 1)
JE O 35 F0 22 0T34 ROC il 26 1 1 #2453 5]
5 0.93 A1 0. 84, R2L Al U2R ) ROC ph £k~ ¥ 1
B350 0. 70 F100. 63,45 C-LSTM AH EE . 23331 &
0.11 A1 0.12, XUEH CL-Net XF F R’ 45 i & if 25 45
TE By $& BT Sy T IR AT RS T WS ZE R R R IR SR AT
BERIYIN L5, A0 EE T A 7 3 X 3t 2 R AE B2 0O 7843
JIT VLA CRUE 58 1A 43 20KS B 119 ] Bsf o st o 7 % B30k
AR B ARG RS B
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A Novel Network Abnormal Traffic Detection Method for Imbal-
anced Network Data

JIN Zhenghan, LI Jianbin™ " , LI Jinghao, .1 Hexiao
(School of Control and Computer Engineering,North China Electric Power University, Beijing, 102206 , China)

Abstract : Existing network anomalous traffic detection methods often ignore the imbalance of training sam-

ples,and there is a problem of insufficient extraction of original traffic features. In order to solve these prob-
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lems, this study proposes a novel network anomaly traffic detection method CL-Net (Convolutional Long
Short-Term Memory Networks) based on a hybrid adaptive sampling and neural network combination mod-
el. CL-Net first uses an adaptive synthetic sampling algorithm to expand a small number of samples,and uses
a unilateral selection algorithm to reduce sample noise points and establish a balanced dataset. Then,the tem-
poral and spatial characteristics of network traffic are extracted in parallel by using the combination model of
Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) network. The experimental
results on the public dataset NSL-KDD show that CL-Net can effectively improve the sample imbalance prob-
lem and improve the detection accuracy. The accuracy, precision and Fl-score of the model classification can
reach 0. 907, 0.918 and 0. 917, respectively.

Key words: network traffic;abnormal detection;neural networks;deep learning;imbalanced data
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