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Abstract The flaw of traditional pattern matching used in NIDS is analyzed. The
third Generation Intrusion Detection Technology (Protocol Analysis technology) is
discussed. And a implementation model of the technology under Linux platform is
also presented.
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3.1
. Libpcap
Libpcap API
Libpcap BSD
(BPF, Berkeley Packet Filter) o |:|
(1) pcap _lookupdev: ; 7
(2)pcap _lookupnet . :
; Y
(3) pcap open _live: ;
(4) pcap _compile: ;
(5) pcap _setfilter: ; ; { |
(6) pcap loop: , | TCP || UDP || ICMP |
2 o
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. packet—process

switch (ip—>>protocol)
{
case IPPROTO TCP.

do _tep O3 // TCP




270 19

break ;
case IPPROTO UDP;
do udp O3 // UbDP
break;
case IPPROTO ICMP:.
do icmp O; // ICMP
break ;
default ;
do unknown O //

break;
}
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