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Abstract: The recentstudies indicate that there are some potential security bugs in the network
protocol of Instant Messaging (IM) softwares. The situation would be worse when disadvantages
of multithreading, the server process, database system, script language and module in IM
development are considered. For instance, usernames and passwords in IM softwares can be
showed up easily, and active link ,open port and the authorization of received and sent news may
be used balefully. Software developers should (1) establish safety and security systems to protect
users’ databases, (2) alarm users to pay attention to their private information such as
passwords, (3) provide correlative module and investigate the complaint of baleful linkage which
should be shielded immediately by the system, (4) of internet service, the advanced monitor
system for internet invasion should be run in server to prevent baleful usage of open port and the
authorization of received and sent news.
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MSN Chat control unchecked buffer
[6]

< object classid =" clsid;: 908SE688-063A-4806-
A3DB-6522712FC061"” width =" 455 height ="
523" >

< param name="_cx"” value="12039">

< param name="_cy” value="13838" >

< param name ="BackColor” value="50331647"
>

< param name ="ForeColor” value="43594547"
>

< param name="RedirectURL" value="">>

< param name =" ResDLL” value="AAAAAA
[27,257 bytes is where the EIP starts]”>

</object>
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