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An New Portscan Detection Method
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Abstract: A new portscan detection method is presented to overcome the existing defects of current portscan
metrods. In this method, the hosts’features in the protected network are fully used to conduct the associate
analysis to all the suspicious events. This method can detect all the scans that are detected by current

techniques,and is quite efficient in slow scan detect.

Key words ;portscan,detection,slow speed,abnormity value,analyzer

R Snort Ll
, Snort y
t » Snort . Y
(23, TCP connect () . TCP TCP  UDP
SYN .TCP FIN . 1P JICMP X, . X Y
° ’ . »Snort
s TCP .
’ ’ Watcher
N N . [4] 3 s
’ ° syslog .
1 7
( ),
Snort .
Watcher PortSentry . PortSentry'™
M ,
s 1P
N s o
o , n
:2005-06-09 X
(1980-), s s
M ( 0342001)
( 033008-9) \ s



248 2005 11 21
s , (D TCP
’ 3 ’ l?
, (2)
, 0.2;
o (3) 1P y
o 0.2,
2
( 0 (1D 1P s
1 ) SuplP , IP s
R 2)
, 3 ,
P P , ,
’ 1 o °©
,,,,, R, o
(Fumo g, | Gimao s, |
; @D)
TR S, | Gemoc 2, | (Fmas, |
1 IP-Port
, 1P C D, °
1 P (2)
R 1P °
(3) o
1 SuplIP 1
X, X s
SrcIP 1P
DstIP 1P ° ’
DstPort T,
TimeStamp CPU o
Value R
(4) s
3
3 o
( 251



251

s . (5 o
L5 ’ ’
b Y b
b b b o
5
b
’ b
b b b
b
(1) o Web 0 ) N
Y b b
Y b o b
“ ”»” “
(2) . ? ,
’ ’ o ’ o
b
(3) i (1] (M. : ,
2002.
[2] ( y[M].
’ ,2001.
| ’ [3] : (  DIEB/
° OL]. http://www. etc. edu. cn,2000-05.
4) BBS, (4] , . (M.
’ .2002.
o (5]
, , (M. ,2003.
o ( )
( 248 )
. (2] , . )
) , (7l ,2003,39:163-167.
[ 3] Caswell B, Beale J, Foster ] C, et al. Snort 2. 0
b
. X DoS (Denial Intrusion Detection[ M ]. Syngress publishing,2003.
. [4] Hyperion. Watcher Phrack Magazine. 1998,53(8):11.
of Service) B
[5] Ido Dubrawsky. PortSentry for Attack Detection[ EB/
OL . http://www. securityfocus. com/infocus/1580,
2002-05.
[1] Stuart Staniford,James A Hoagland,Joseph M

McAlerney. Practical automated detection of stealthy
portscans[J ]. Journal of Computer Security, 2002,10
(1/2):105-136.



