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Abstract: The key technique of the interception and analysis of data packages using Network
Driver Interface Spcification in the core driver level of Windows 2000/XP/2003 is explained. The
feasibility of this technique is proved in a sample.
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Information MiniportQueryInformation s
. , o CreateFile , L.
NDIS MajorFunction ( ) = IRP _ M]J CREATE,
o , WriteFile , 1. MajorFunction () =IRP M]J _
NidsRequest ; WRITE, GetRule
, NidsCoRequest . . ReadFile ,
NDIS ReadlLogData
NDIS o , , .
NdisSend 1 .
NdisSendPackets , :
NTSTATUS IoDispatch (IN PDEVICE _
NdisCoSendPackets o OBJECT DeviceObject , IN PIRP Irp)
NDIS NIC , {//
MiniportSend ~ Miniport Klrp 1(Irp) ;
(Co)SendPackets , NDIS // Irp
° PIO STACK LOCATION IrpStack =
NDIS TIoGetCurrentIrpStacklLocation (Irp) ;
NdisXxx o ’ switch (I. MajorFunction())  {
NdisMInitialize Timer , case IRP MJ] CREATE.
NdisInitializelistHead o // CreateFile
NDIS ’ Win32 case IRP MJ CLOSE;
° // CloseFile
2 NDIS case IRP M] CLEANUP:.
case IRP_ MJ READ:
NIDS SendLog (1) ;
VC + + 6. 0, DriverStudio2. 7 Windows 2000 ret = true;
DDK . ntDeviceName break :
NT » win32DeviceName Dos case IRP MJ WRITE:
-MajorFunction ° GetRule (I, IrpStack — > Parameters.
2.1 Write. Length) ;
NIDS s

NIDS
Status = NdisMRegisterDevice ( * KNdisMini-
Driver: : DriverInstance () ,&.ntDeviceName, &.win32-
DeviceName , MajorFunction,&.m _ pDeviceObject ,
&.m _ DeviceHandle) ;

// buffered
m  pDeviceObject — > Flags | = DO
BUFFERED 10;
2.2 IoDispatch
IRP s IRP

ret = true;
break ;

case IRP MJ DEVICE CONTROL,
default .

}s
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void SetRule(char * RuleStr) //
{
char ¥ RuleHeader;
char * RuleBody;
RuleBody =strstr (RuleStr,” $ $ $7);
RuleBody + =3;
RuleHeader =RuleStr;
int RuleLen=strlen (RuleBody);//
if (1 strncmp (" FilterIp” , RuleHeader , strlen (7
FilterIp”)))
{
if (FilterIp! =NULL) delete [ JFilterIp;
Filterlp=new char[RulelLen |;
strepy (FilterIp, RuleBody) ;
DbgPrint (" Fiterlp= %s\n” , FilterIp) ;
}
else if(! strncmp(” AlarmIp” ,RuleHeader,
strlen(” AlarmIp”))) {
if (AlarmIp! =NULL) delete [ JAlarmlIp;
AlarmIp=new char[RuleLen |;
strepy (Alarmlp , RuleBody) 5
DbgPrint (" AlarmIp= %s\n” , AlarmIp) ;
}
else if(! strnemp(”FilterPort” ,RuleHeader,
strlen(” FilterPort”))) {
if (FilterPort! =NULL) elete [ JFilterPort;
FilterPort =new char[ Rulelen |;
repy (FilterPort, RuleBody ) ;
DbgPrint (" FilterPort = %s\n" , FilterPort) ;
}
else if(! strnemp(” AlarmPort” , RuleHeader,
strlen (" AlarmPort”)))  {
if (AlarmPort! = NULL)

AlarmPort;

delete [ ]

AlarmPort=new char[ RulelLen J;

strepy (AlarmPort, RuleBody) ;

DbgPrint (" AlarmPort= %s\n” , AlarmPort) ;
}
else if(! strnemp(”FilterUrl” ,RuleHeader,

strlen (" FilterUrl”)))

if (FilterUrl! =NULL) delete [ JFilterUrl;

FilterUrl=new char[ Rulelen ];

strepy (FilterUrl, RuleBody ) 5

DbgPrint (" FilterUrl= % s\n” , FilterUrl) ;
}
else if(! strnemp(” AlarmUrl” ,RuleHeader,
strlen (" AlarmUrl”)))
if (AlarmUrl! = NULL)
AlarmUrl;
AlarmUrl=new char[ RuleLen J;
strepy (AlarmUrl, RuleBody) ;
DbgPrint (" AlarmUrl= %s\n” , AlarmUrl) ;
}

else if(! strnemp(”Serverlp” ,RuleHeader,

delete [ ]

strlen (" ServerIp”)))
Serverlp= (ULONG )atol (RuleBody) ;
DbgPrint (" Serverlp= %d\n” , ServerlIp) ;
}
else if(! strnemp(”ClientIp” , RuleHeader,
strlen (" ClientIp”))) {
Clientlp= (ULONG)atol (RuleBody) ;
DbgPrint (" ClientIp= %d\n” ,ClientIp) ;

}
}
2.4
Windows
(2], (user-mode ) (kernel-
mode) , ,
Winsock ,
DriverStudio2. 7 OnReceive
OnSend LN s
, NDIS OnReceive ;
, NDIS OnSend
R Original

o

NDIS  STATUS StlFilterAdapter: : OnReceive (

const KNdisPacket®. Original, KNdisPacket&.
Repackaged)
{

if (! FilterPacket(Original, ” "))
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//
return NDIS STATUS NOT ACCEPTED;

//
Repackaged. CloneUp (Original) ;
return NDIS STATUS SUCCESS;
//

}
NDIS STATUS StlFilterAdapter: : OnSend (const

KNdisPacket&. Original, KNdisPacket&.
Repackaged)
{
if (1 FilterPacket(Original, ” "))
//
return NDIS STATUS NOT ACCEPTED;
//
Repackaged. CloneDown (Original) ;
return NDIS STATUS SUCCESS;

//

NDIS s
Windows
C 2, 1P C 3.

URL C D, C 5. C 6.
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NDIS [1] CHRIS CANT. Windows WDM
(M. : .2000.
. [2] . —
Windows2000/XP/2003 ,
P (M. : ,2002.
’ (3] R . [(M].
’ ° ,2005.
’
° ( )
288 )
3 , s
1ms ’ ] o 4
b o o
3 s
i(ggecis I/ziis;ress Summary Len Rel time Delta Time N .
. , Windows
113.
1E111.1 00400~ NCP:ROK 566 0:00:06 383 0. 000. 423 NT Server s NT
565890
NCP. ’
113. C Get
000021 1E111.1 current size 60 0:00:06 383 0.000. 068 ° .
D3E63 of file F=
DC4F0300 ’
113.
1E111.1 0050 NCP:ROK 566 0:00:06 384 0.000. 425 o
BA72CD1
4 [1] ,
(M. : .2003.
CPU 10%~30% [21 [M]
< IPX RTRNCP Work to do 0~
CPU 15% Internupt 5% ~15% : »2002.
[3] VITO AMATO. : [(M].
Current Srevice processes <50 : ,2000.
Dirty cache buffers <500 (4] . — Windows2000[ M J.
Current disk requests <51 2003
Long term cache hits 100%
Long term cache dirty hits 100%
LRU sitting time >1h ( : )
Cache buffers =>2000
81 <2s

<5s




