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Abstract; The principle of ARP and four kinds of common types of ARP attack including
deceiving gateway attack, phishing gateway attack, “middleman” attack and flooding attack
were introduced and analyzed. By combining with an application of defensing ARP attack in E-
government network, a solution for ARP spoofing attack by using DHCP server, DHCP Relay
Agent and DHCP Snooping function of switch was proposed. This solution can prevent all ARP
spoofing attack of access terminal, which effectively resolve the problem of ARP spoofing attack.
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